ERADICATE APT/RANSOMWARE !

New/Variant Malware Response Solution

/ombie ZERO

Detecting/blocking New/Variant Malware such

as Ransomware and APT (Advanced

Persistent Threat)

ZombieZERO SECaaS EDR

New/Variant Malware Response Solution

ZombieZERO SECaaS EDR

Product Specific Feature - ZombieZERO SECaa$ EDR

Detect/Block Ransomware Behavior

Detect and block real-time ransomware behavior
Response to the file encryption and forgery

ZeroTrust Security

When a new file is inflowed or a threat file
is executed, the file execution is pending,
and the file is uploaded to the analysis server

Bitdefender's AV Function

Support the Global vaccine Bitdefender AV function
Rapid proactive detection of malicious code
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Software Specification

Detection and Analysis of APT and New and Variant Malicious Code

Detection of -Based on IOC(Indicators of Compromise) analysis of malicious behavior on endpoint behavior
.. -Detect/block ransomware based on behavior in real time and respond to Data Forgery and Tampering
Malicious Code -Zero Trust Security allows programs to run unverified programs pending and only running verified

-Using the official ECSC linkage of the Cyber Safety Center of the Ministry of Education, malicious code is analyzed
using YARA Rule pattern

Virtual Machine Sandbox Dynamic Analysis System

Sandt?ox - Virtual machine sandbox dynamic analysis system provides analysis capabilities in closed network environments
VM Operatlon - Support for manual updates and manual analysis of suspicious files in an Internet-blocked environments
- Provide dynamic behavioral analysis similar to real machine configuration with virtual machine bypass prevention

Proven Reliability and Endpoint Centric Protection

- It blocks the possibility of malicious code infection through the execution hold analysis function of the first executable
e Secu rity - Ability to back up files to secure folders that are not accessible by normal processes, just before they start tampering

with files

- Run backups at the kernel driver end, minimizing application conflict issues and performance degradation

- Backing up files centered on extensions / restoring backup files through a separate Ul

Delivering Convenience through Technology- Intensive Design

0 - Provides a function to apply differential security policies by organization/group
Convenience - Only Whitelist-Based Validated Processes Operate
- Blocking the Enable/Stop Real-Time Agent Monitoring feature
- Backing up files centered on extensions / restoring backup files through a separate Ul
- Provides analysis reports and key alarms / provides integration with control solutions using Syslog

Securing Detection Rates through linking with API

Q a . Utilize - Quick detection/blocking of known malicious code via built-in AV engine (Bit-defender)
O linked API - Additional search function using Virus Total (requires purchase of a license separately)
- Reputation analysis integrating with global and domestic patterns

Real-time Instant Backup

Detection of Real-time
file forgery Instant Backup
|
Monitoring Open files and Execute Restore saved Complete dual protection
Files change programs Instant Backup to backup files

the driver's secure folder (original files
without corruption)
EDR is a security solution that proactively detects and blocks malicious code,

Instant backup provides greater information security

Multi-dimensional Analysis
Black List Anti Virus Yara Static Sandbox reputation
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